1. Introduction {#s0005}
===============

Images are now widely used in modern clinic diagnosis. The diagnostic images with confidential information related to patients' privacy are stored and transmitted via public networks ([@b0015], [@b0005]). With the rapid development of the internet and new communication technologies, sharing of information such as image information and position information ([@b0025]) has become easier and faster ([@b0050]). As network presents openness and sharing features, the security issues such as personal privacy, and confidential files of enterprises and military in terms of the transmission and storage of image data have been increasingly challenged. These files therefore need to be provided with encryption protection. Under such context, image encryption techniques have gotten more attentions of global scholars. Digital image can be considered as two-dimensional sequences, which is greatly larger than text files. However traditional encryption algorithms including DES, AES and RSA have some shortfalls such as long encryption time consumed and security issues, which are therefore inappropriate to the encryption of real-time image ([@b0065], [@b0020]). As the chaotic system shows features including sensitivity, pseudo-random and nonlinearity of initial values, chaotic techniques have been applied into image encryption. The image encryption technologies based on chaotic systems has been widely developed ([@b0090], [@b0095], [@b0105], [@b0060], [@b0055], [@b0080]).

Fridrich proposed a chaotic encryption technique of images based on a permutation-diffusion architecture in 1998 ([@b0040]). Chaotic image encryption algorithm has been highly focused. The literature ([@b0010]) put forwards an image encryption algorithm (IEA) based on Logistic mapping. Although this algorithm can achieve the performance of pixel location and pixel value, the key space featured with small space and poor security are difficult to effectively overcome exhaustive attacks. The study ([@b0100]) proposed an IEA based on hyper-chaotic systems, which offers a large key space and increasing security. However individual encryption algorithm of chaotic systems fails to meet the demands of modern image encryption. A literature ([@b0085]) put forwards an encryption algorithm of segmented images based on a chaotic sequence. It used a diffusion function to replace typical operation of permutation and diffusion to achieve encryption effect finally. However; this algorithm has poor robustness and encrypted images are likely to be affected by noises. A study ([@b0030]) proposed an IEA on the basis of adaptive partitioning. This algorithm has only one encrypted direction of sub-blocks and adopts low-dimensional chaotic mapping with deficient diffusion.

This research proposes an adaptive image encryption algorithm based on improved chaotic mapping. First, the chaotic sequences generated by Logistic-sine map were used to scramble the position, and then the adaptive image encryption was carried out by using the hyper-chaotic system on the sub blocks. Experimental results show that the algorithm has good performance of encryption and recovery, and the security is good.

2. Chaotic system introduction {#s0010}
==============================

2.1. Logistic-sine mapping {#s0015}
--------------------------

The mapping equation of logistic-sine composite chaotic system is written as$$\left\{ \begin{matrix}
{x_{k + 1} = \mu x_{k}(1 - x_{k})} \\
{y_{k + 1} = \sin(r\arcsin\sqrt{y_{k}})} \\
\end{matrix} \right)$$where $x_{k} \in$ (0, 1), $x_{k}$ denotes the logistic mapping status and $y_{k}$ is the mapping status of sine mapping. When 3.5699456 \< $\mu$ \< 4, the logistic-sine system enters into a chaotic state in the case of $r$ \> 1. By mapping on the sensitivity of initial value using a composite chaotic system, corresponding chaotic sequences can be generated accordingly. Through transformation processing, digital images are performed permutation based encryption.

2.2. Hyper-chaotic system {#s0020}
-------------------------

The equation of the hyper-chaotic system is described as$$\left\{ \begin{matrix}
{{\overset{˙}{x}}_{1} = a(x_{2} - x_{1}) + x_{2}x_{3}x_{4}} \\
{{\overset{˙}{x}}_{2} = b(x_{1} + x_{2}) - x_{1}x_{3}x_{4}} \\
{{\overset{˙}{x}}_{3} = - \mathit{cx}_{3} + x_{1}x_{2}x_{4}} \\
{{\overset{˙}{x}}_{4} = - \mathit{dx}_{4} + x_{1}x_{2}x_{3}} \\
\end{matrix} \right)$$where a, b, c, and d are the control parameters of the system. In the case that a = 35, b = 10, c = 1, and d = 10, a fourth-order Runge-Kutta algorithm is used to solve Eq. [(2)](#e0010){ref-type="disp-formula"} with a step of h = 0.001. Meanwhile, x1 is set as small initial value produced from key stream, while other parameters are unchanged. The four groups of discrete chaotic sequences produced by iteration are X1, X2, X3, and X4. The system attractor diagram is shown in [Fig. 1](#f0005){ref-type="fig"}.Fig. 1The system attractor diagram.

To further improve the nonlinearity of the chaotic sequences generated in the hyper-chaotic system, the integer processing of nonlinearity is defined as:$$\delta(t) = f(X_{m}\text{,}X_{n}) = k_{a}X_{m} \times k_{b}X_{n}$$where $k_{a}$ and $k_{b}$ are integers, while $X_{m}$ and $X_{n}$ are two random sequences of four sequences produced by hyper-chaotic systems.

A real-number sequence generated by ordinary chaotic mapping systems is shown in the interval of \[0, 1\]. To satisfy the demands of the encryption algorithm in this research, the integer operation needs to be performed on this sequence, which is distributed in the interval of \[0, 3\]. The integer operation is defined as$$k_{n} = (\mathit{round}|\delta(t)| \times 4)\text{mod}\mspace{6mu} 4$$

3. Encryption algorithm {#s0025}
=======================

3.1. Pixel position scrambling {#s0030}
------------------------------

Pixel location scrambling denotes that an image is rearranged to destroy their correlation, which makes the image become a disturbing image. The logistic-sine composite hyper-chaotic system used in this work is conducted the permutation of plain texts and images in following steps.Step1. The images to be encrypted are converted into two dimensional matrices. The number of row and column is recorded in data arrays C1 and C2.Step2. By calculating the sum of all pixel values in the image, auxiliary key k can be obtained based on Eq. [(5)](#e0025){ref-type="disp-formula"};$$k = \text{mod}(\mathit{sum}\text{,}256)/255$$

Step3. The initial values of the logistic-sine mapping system are $x_{0}$ and $y_{0}\text{.}$ The new initial values $x\prime_{0}$ and $y\prime_{0}$ for the chaotic system are solved.Step4. Two sequences $\{ x_{k}\text{,}y_{k}|\mspace{6mu} k = 1\text{,}2\text{,}\ldots\text{,}m \times n\}$ are generated in n times of iteration based on Eq. [(4)](#e0020){ref-type="disp-formula"}.Step5. The sequences $x_{k}$ and $y_{k}$ are conducted ascending ordered arrangement and the subscripts of multiple elements in the original sequences are recorded to exchange the indexes (index1 and index2) in the sequences with the row C1 and the column C2 of the image. The permutation performance is therefore achieved to acquire scrambled images.

3.2. Pixel value diffusion {#s0035}
--------------------------

Ordinary pixel diffusion encryption methods based on gray value mainly refer to that a pixel and its adjacent pixel in an image is conducted XOR operation. The solved results are seen as new pixel value to replace the original pixel value. The diffusion encryption approach of pixel gray value in the direction along the positive diagonal of matrix images is used and it consisted of four types.

Type 1, the diffusion encryption is conducted on the part from upper left corner to the lower right corner of an image$$I_{x + 1}(i\text{,}j) = I_{x}(i\text{,}j)\oplus I_{x + 1}(i - 1\text{,}j - 1)\oplus I_{x + 1}(i - 1\text{,}j)\oplus I_{x + 1}(i\text{,}j - 1)$$

Type 2, the diffusion encryption is performed on the part from bottom right corner to the upper left corner of an image$$I_{x + 1}(i\text{,}j) = I_{x}(i\text{,}j)\oplus I_{x + 1}(i + 1\text{,}j + 1)\oplus I_{x + 1}(i + 1\text{,}j)\oplus I_{x + 1}(i\text{,}j + 1)$$

Type 3, the diffusion encryption is conducted on the part from upper right corner to the lower left corner of an image$$I_{x + 1}(i\text{,}j) = I_{x}(i\text{,}j)\oplus I_{x + 1}(i + 1\text{,}j - 1)\oplus I_{x + 1}(i + 1\text{,}j)\oplus I_{x + 1}(i\text{,}j - 1)$$

Type 4, the diffusion encryption is conducted on the part from lower left corner to the upper right corner of an image$$I_{x + 1}(i\text{,}j) = I_{x}(i\text{,}j)\oplus I_{x + 1}(i - 1\text{,}j + 1)\oplus I_{x + 1}(i - 1\text{,}j)\oplus I_{x + 1}(i\text{,}j + 1)$$Each key value k in the key stream after integer processing corresponds to encryption methods.

If k\[i\] = 0, the diffusion encryption is conducted on the part from upper left corner to the bottom right corner of an image; If k\[i\] = 1, the diffusion encryption is made on the part from bottom right corner to upper left corner of an image; If k\[i\] = 2, the diffusion encryption is carried out on the part from upper right corner to lower left corner; If k\[i\] = 3, the diffusion encryption is conducted on the part from lower left corner to upper right corner.

The encryption algorithm in the literature ([@b0030]) firstly divided plain-text images into 2-by-2 sub-blocks and then encrypts the matrices of four sub-blocks clockwise. The matrices include A1(upper right corner), A2(bottom right corner), A3(lower left corner) and A4(upper left corner). Although the gray value of the pixels in sub-blocks of an image changes, this algorithm has merely one type of encryption sequences. The change in the pixels of each sub-block fails to affect the pixels of last sub-block.

If the plain-text images are conducted the processing of 2-by-2 sub-blocks as shown in [Fig. 2](#f0010){ref-type="fig"}, there are 12 types of encryption sequences theoretically. To guarantee the encryption speed, the encryption algorithm in this research selects four types as the encryption sequences of single block as follows.The first type: A1(upper right corner) → A2(bottom right corner) → A3(lower left corner) → A4(upper left corner).The second type: A3(lower left corner) → A2(bottom right corner) → A1(upper right corner) → A4(upper left corner).Fig. 2Image of the 2-by-2 blocks.

Specific pixel value diffusion process is as follows:Step1. The scrambled image A is conducted 2-by-2 sub-block processing and then key is input to produce key stream k.Step2. Four types of encryption sequences are selected. If k\[i\] = 0, the first type of encryption sequence is chosen; If k\[i\] = 1, the second type of encryption sequence is chosen; If k\[i\] = 2, the third type of encryption sequence is chosen; If k\[i\] = 3, the fourth type of encryption sequence is chosen. After completing an encryption sequence, next encryption sequence chosen can solve the shortfall that the diffusion shortage of the encryption sequences for single sub-block of original algorithm.Step3. encryption sequences are selected to calculate the XOR operation for the pixel gray values of a sub-block. Through conversion processing, the value calculated is used as the initial value of the hyper-chaotic system to produce key sub-stream k1. The following encryption methods are selected to encrypt next sub-block.

If k1\[i\] = 0, the diffusion encryption is conducted on the part from upper left corner to the bottom right corner of an image. If k1\[i\] = 1, the diffusion encryption is performed on the part from bottom right corner to upper left corner of an image. If k1\[i\] = 2, the diffusion encryption is conducted on the part from upper right corner to lower left corner of an image. If k1\[i\] = 3, the diffusion encryption is carried out on the part from lower left corner to upper right corner of an image.Step4. Encryption sequences are chosen again to encrypt the matrices of sub-blocks, until the diffusion encryption of all sub-blocks is fulfilled.

4. Experimental results {#s0040}
=======================

In this research, a typical picture was used as the original image with the size of 256-by-256 pixels. The image was carried out simulating experiments using Matlab7.0 platform to achieve the encrypted image, as illustrated in [Fig. 3](#f0015){ref-type="fig"}. For the analysis of the histogram of gray value, the pixel points of original image is unevenly distributed, as shown in [Fig. 4](#f0020){ref-type="fig"}(a); while the pixel points of the encrypted image tends to be distributed uniformly, as indicated in [Fig. 4](#f0020){ref-type="fig"}(b). The gray information of the original image can be effectively concealed. However, the histogram of cipher text fails to present the statistics feature of the original image.Fig. 3(a) Original image, and (b) encrypted image.Fig. 4Gray scale histogram of (a) plain image and (b) cipher image.

5. Performance analysis {#s0045}
=======================

5.1. Key sensitivity analysis {#s0050}
-----------------------------

To analysis the sensitivity of encrypted images to key, different key combinations are used to decipher encrypted images by only slightly changing the initial values of the logistic-sine chaotic system and setting other control parameters and initial values being constant. Decryption fails when the initial values ($x_{0}$ and $y_{0}$) of the system both present a deviation of $10^{- 15}$. As shown in [Fig. 5](#f0025){ref-type="fig"}, any slight deviation of deciphering keys cannot acquire the information of original images, proving that this algorithm exhibits a great sensitivity to key.Fig. 5(a) $x_{0}$ changes the decrypted image and (b) $y_{0}$ changes the decrypted image.

5.2. Key space analysis {#s0055}
-----------------------

To prevent exhaustive attack, encryption schemes have to be endowed with key space as great as possible. For the encryption algorithm in permutation stage, the logistic-sine mapping encryption system is adopted with two control parameters - two initial values, and auxiliary keys. Meanwhile, the length of key stream in diffusion stage is 128 bits, and four types selections are available for both main key streams and sub-streams. If the precision of each parameter in computer lives up to $10^{- 16}$, key space is $10^{64} \times 4^{256}$, suggesting a large key space. Therefore, there is only little probability of success by using exhaustive attack to encrypt images.

5.3. Information entropy {#s0060}
------------------------

As information entropy is seen as a key index for measuring the randomness of images, the more disordered, the better the entropy approximates. The calculation equation is written as$$H(m) = \sum\limits_{i = 1}^{2N - 1}P(m_{i})\log_{2}\frac{1}{P(m_{i})}$$where $P(m_{i})$ indicates that information source is the probability of the ith symbol $m_{i}$.

This parameter can be employed to evaluate the uncertainty of the information containing in the images, which is the information entropy of the image. Based on Eq. [(6)](#e0050){ref-type="disp-formula"}, the information entropy of the original image was calculated to be 7.5683, while the information entropy of the encrypted images is 7.9891. Compared to the information entropy (7.7626) in the literature ([@b0030]), the encryption algorithm in this research had bigger information entropy, which basically approximates to 8, a theoretical value of the image with gray value of 256. It is shown that the gray value of encrypted images is uniformly distributed, suggesting that the encryption system can effectively resist malicious attack.

5.4. Correlation coefficient analysis {#s0065}
-------------------------------------

Because ordinary plain text images involve a huge amount of redundancy information, there is a certain correlation between adjacent pixels. To check the correlation between plain text images and encrypted images, N couples of adjacent pixels in the horizontal, vertical and diagonal directions were randomly chosen from the plain text and encrypted images respectively. The correlation was calculated based on the following equation$$\left\{ \begin{matrix}
{D(x) = 1/n\sum\limits_{i = 1}^{n}{\lbrack x_{i} - E(x)\rbrack}^{2}} \\
{\text{cov}(x\text{,}y) = 1/n\sum\limits_{i = 1}^{n}\lbrack x_{i} - E(x)\rbrack\lbrack y_{i} - E(y)\rbrack} \\
{r = \text{cov}(x\text{,}y)/(\sqrt{D(x)}\sqrt{D(y)})} \\
\end{matrix} \right)$$where n is the number of pixel points; E(x) and E(y) present the expectation of x and y; while x and y indicate the gray values of two adjacent pixel points; cov(x, y) represents the covariance of x and y and r is a correlation coefficient of adjacent pixels.

2000 couples of adjacent pixel points were randomly selected from the vertical, horizontal and diagonal directions respectively from plain-text and encrypted images. [Fig. 6](#f0030){ref-type="fig"} shows the distribution of the correlation among pixels along vertical, horizontal and diagonal directions in plain text and encrypted- images.Fig. 6(a and b) Horizontal correlation of plain text and cipher images, (c and d) vertical correlation of plain text and cipher images, and (e and f) diagonal correlation of plain text and cipher images.

As displayed in [Table 1](#t0005){ref-type="table"}, the adjacent pixels have great correlation in original images, which approximates to 1. The adjacent pixels present small correlation in encrypted images, which is close to 0. [Table 1](#t0005){ref-type="table"} also lists the correlation coefficients solving using the chaotic image encryption algorithm. The results show that the algorithm in this work has a smaller correlation coefficient r, indicating favorable diffusion performance of the algorithm (see [Table 2](#t0010){ref-type="table"}).Table 1The correlation coefficient of adjacent pixels.DirectionPlain imageCipher imageRE ([@b0055])RE ([@b0080])RE ([@b0030])RE ([@b0045])RE ([@b0070])Horizontal0.9568−0.00280.01270.01360.05000.25460.0242Vertical0.96420.01710.01900.00620.0400−0.05730.0194Diagonal0.9351−0.00220.00120.01750.0200−0.00240.0024Table 2NPCR and UACI comparison with different models.TestProposedRE ([@b0065])RE ([@b0090])NPCR/%99.5999.7088.99UACI/%33.4228.2930.21

5.5. Differential attack analysis {#s0070}
---------------------------------

This purpose is intended to emphasize the diffusion property of an encryption system under consideration with respect to small changes in plain image. This is important because otherwise the encryption system would be vulnerable to chosen-plain text attack. The diffusion performance of an image of P1 encryption system is commonly measured by means of two criteria, namely, NPCR (the number of pixel change rate) and UACI (the unified average changing intensity) ([@b0075]). The NPCR is used to measure the percentage of different pixel numbers between two images. Let P1(i, j) and P2(i, j) be the (i, j) pixel of two images P1 and P2, respectively, the NPCR can be defined as$$\mathit{NPCR} = \frac{\sum_{i\text{,}j}D(i\text{,}j)}{m \times n} \times 100\%$$where m and n are the width and D(i, j) is defined as$$D_{\mathit{ij}} = \left\{ \begin{matrix}
{1\text{,}c_{1}(i\text{,}j) \neq c_{2}(i\text{,}j)} \\
{0\text{,}c_{1}(i\text{,}j) = c_{2}(i\text{,}j)} \\
\end{matrix} \right)$$The second criterion, UACI is used to measure the average intensity of differences between the two images. It is defined as$$\mathit{UACI} = \frac{1}{m \times n}\left\lbrack {\sum\limits_{i\text{,}j}\frac{|C_{1}(i\text{,}j) - C_{2}(i\text{,}j)|}{255}} \right\rbrack \times 100\%$$

The ideal expectation values of NPCR and UACI for a gray image ([@b0035]) are 99.6094% and 33.4635% respectively. The calculated values of NPCR and UACI in this algorithm are 99.59% and 33.42% respectively. This suggested that any small change occurring to original images would result in the obvious variation of encrypted images, showing that the algorithm presents strong sensitivity of plain text. This algorithm indicated a better robustness to differential attacks compared to the algorithms in literature ([@b0095], [@b0060]).

6. Conclusion {#s0075}
=============

This research proposes an improved chaotic mapping image encryption algorithm. First, the algorithm used Logistic-sine chaos mapping to scramble the plain image position. Then, a hyper-chaotic system was applied in adaptive image encryption algorithm of multiple selections to overcome the diffusion shortage resulting from the single encryption sequences in traditional encryption algorithms. In permutation stage, the sequences generated by secondary key were used to perform permutation on the rows and columns of images. The algorithm can be applied in encryption transmission of images and exhibits preferable practical significance and application prospect. The experimental results confirmed that this algorithm can achieve good encryption performance and has advantages of easy operation, large key space, high security, and attack resisting performance.
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